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This discussion paper has been developed as part of consultations to guide the Rail Industry Reference
Committee (Rail IRC) in planning upcoming activities.
The Rail IRC is the voice of industry in the development and maintenance of nationally recognised
vocational qualifications and skills standards. IRCs ensure that priority skills needs are identified and
provide a forum for industry engagement. This work includes an analysis of trends, challenges and
opportunities across the industry, and subsequent identification of skills solutions that meet the
needs of employers and the workforce are contemporary and future focused.
With representatives from small, medium, and large enterprises, unions, industry regulators
and peak bodies, IRC members have experience, skills, and knowledge of their particular
industry sector. They are supported by independent Skills Service Organisations – like
Australian Industry Standards (AIS), that support their important work.

DOUBLE DISRUPTORS: COVID-19 AND
DIGITAL TRANSFORMATION
The sector is currently experiencing a double disruption, with the COVID-19
pandemic causing unprecedented changes in every element of work and
dramatically accelerating the pace of digital transformation that was
already well underway. As a primary driver of productivity and as a
prerequisite to meeting constant changes to consumer behaviour,
Digital Transformation will be central to the recovery of the
Australian economy.
Now more than ever it is important the IRC works closely with
stakeholders to ensure qualifications remain contemporary
and meet the requirements of employers whilst providing
flexibility for workforce participants.
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DISCUSSION QUESTIONS
AIS has worked with the Rail IRC to identify priority skills needs and develop solutions for how these
may be addressed through the national training system; these are outlined in Table 1. The following
discussion questions have been designed to improve understanding of the skills needs facing the Rail
sector and feedback was sought from stakeholders via a survey. Please contact our skills team
if you would like to discuss or find out further information.

1.

Do the skills needs identified in Table 1 broadly reflect your
understanding of the needs facing the sector? If not, what are the skills
needs facing the sector?

2.

Are there other skills that will assist with recovery of the sector?

3.

Will the proposed solutions in Table 1 address skills needs in your
organisation? If not, how can the VET system better meet the
skills needs of your organisation?

4.

Are there emerging job roles or skills needs that are not
currently or sufficiently met through the VET system?

TABLE 1 - INDUSTRY ISSUES & FUTURE WORKFORCE NEEDS
INDUSTRY ISSUE
Summary of current and emerging industry issues

FORECAST WORKFORCE NEED
How the industry issue will likely impact
on workforce need

PROPOSED IRC FOCUS
How the IRC will work with industry to
address the workforce need

COVID-19 and the Rail Industry

The pandemic has highlighted the
significance of health and safety
issues. The workforce needs to be
abreast of the latest health and
safety regulations and updates to
ensure operations are conducted
seamlessly and safely.

•

The Rail industry is providing essential services during
the pandemic. Domestic and international restrictions in
the shipment of goods and the reduction of passengers
have had major impacts on the industry. The National Rail
Safety Regulator provides rail operators with guidance
to ensure the health and safety of the workforce and
passengers. Recertification of rail workers is an important
issue for rail operators as training delivery has been
affected by the pandemic. Trainers need to ensure the
workforce has the competency and capacity to conduct
their duty safely in compliance with regulations.

The IRC will monitor this issue
through targeted stakeholder
consultation/engagement validating
the industry’s ability to counter the
COVID-19 threat.
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Automation in the Rail Industry

The industry has identified that tasks
related to autonomous rail traffic,
automatic signalling and rollingstock
fault identification require the
workforce to have a mix of basic,
intermediate, and advanced digital
literacy skills and knowledge.

•

The IRC is leading a review of
qualifications related to operating
or driving rail vehicles used for
passenger, freight, and track
maintenance.

•

The IRC is leading a review of the
Certificate III in Rail Yard Coordination
to address skills needs related
to emerging technologies in rail
signalling and autonomous and
remotely operated rail vehicles.

As the Rail industry embraces automation and
digitalisation, there will be innovative ways of building,
operating, and maintaining rail networks. The introduction
of autonomous systems has increased the volume and
complexity of information which will change the role of
the remote operator significantly. Automated driverless
trains, Advanced Train Management System (ATMS) and
Automation of roll by inspections are already operating in
Australia. Projects such as the Melbourne Airport Link are
also considering driverless automated trains. Automation
will have extensive benefits such as removing the risk of
human error, increasing service punctuality and reliability,
reducing energy usage and operating costs.

ATMS (Advanced Train Management
System) brings train control into the
digital age by precisely locating trains
on the network and managing their
relative position to other rail traffic.
ATMS requires drivers, infrastructure
maintainers and Network Controllers
understand systems, digital displays,
how data is being transferred and
the impact of action/ inaction in
relation to data and error messages.
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Asset Maintenance

The workforce will require basic
digital literacy, data manipulation
and data analysis skills, through to
quality decision systems thinking and
judgement making.

•

The IRC is leading a review of the
Certificate II and III in Track Protection
and associated Skill Sets and Units
of Competency, for Rail Track
Protection Officer and Possession
Protection Officer who protect rail
safety workers working on rail assets/
infrastructure/structures.

•

The IRC is developing new units
related to mobile electronic track
warning systems used to warn rail
safety workers of dangers whilst
working on track.

•

The IRC is also developing a
Certificate in Rail Rolling Stock
Maintainer which creates a career
pathway and enables rail operators to
develop in-house basic maintenance
capabilities for rail rolling stock and
preventative maintenance on rail
assets.

Digital technologies have enhanced asset condition
monitoring and provide analytical insights on which
informed decisions can be based. Sensors and electronics
mounted under train carriages or on rail tracks measure
and record acceleration and vibration signals and transmit
data to platforms designed to prioritise maintenance
operations and optimise dynamic operational planning.
Other innovations include ‘smart plastic’ (in-cab and/or
rollingstock remote monitoring) components, which when
implemented in trains can provide real time information
and advance failure prediction. Acoustic monitoring is
another innovation in which acoustic signals of train axles
on tracks are measured to identify defects before they
occur.

Additionally, they will need to
understand the impact of wearable
technologies and how to interface
with this type of technology. The
workforce will require the ability
and confidence to interface with
machines and live data streaming to
ensure they can complete tasks. This
requires using data and information
from rail vehicle live monitoring
to predict and respond to faults,
failures, breakdowns prior to them
happening, while they are happening
and after the fact. These technical
and behavioural skills are critical to
harnessing the improved reliability
and performance the industry is
seeking.
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Safety is a Priority

The workforce needs to continuously
develop technical and behavioural
capabilities for the management of
rail safety:

•

Critical communications and systems continue to be a
high priority for the industry to ensure the safety of rail
workers and getting passengers home safely every day.
Harmonising rail safety standards and developing effective
national standards and codes of practice are key focus
areas to improve industry’s safety and efficiency. Industry
Operators are seeking methods and ways of improving
the capabilities (technical and behavioural) of those
personnel who are in control of rail track protection and
possession protection, as these duties are fundamental
to the protection of rail safety workers whilst working
on rail assets/infrastructure/structures. The Australian
Government has invested in making the national rail
network safer by replacing on-track signalling with Global
Positioning System (GPS) and wireless technologies. These
new systems will enable real-time tracking of trains on
the network, improve operational flexibility, safety, and
reliability. The Rail industry is planning to implement
advanced technology dedicated to the monitoring and
management of critical systems to provide a greater level
of control and oversight of the rail networks.

1. Prevention and risk management
mitigation capabilities in a
digitally evolved environment.
2. Plan and execute work Protection capabilities aligned
to a balance between technical
protection rules and regulations,
along with the behaviours
required to execute protection in
a clear, consistent, collaborative
and safe way.
3. Quality incident management
and learning from incidents
requires human factors and
incident investigation skills, as
well as digital literacy, emotional
intelligence and people
management skills.

The IRC is proposing a review and
merging of the Certificate IV in Rail
Safety Management and Certificate
IV in Rail Investigation. Revision of
the qualifications will update skills
related to preventive management of
rail safety, behaviour changes, and in
the case of an incident, investigation
capability.
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Industry-Specific Cybersecurity

The industry needs to have a
robust cyber security strategy
and build industry-specific cyber
security awareness and training
to bridge the gap in developing
appropriate cyber security skills.
The increasing digitalisation means
that the Rail industry will need to
progressively develop workforce
skills needed to both (a) minimise
the risk of cybersecurity attacks,
and (b) reinstate digital business
systems as quickly as possible in the
event of a cybersecurity incident –
including compliance with regulatory
requirements.

•

The IRC will monitor Skill Sets
developed by other IRCs and the work
of the new Digital Skills Organisation
(SO) pilot.

•

The IRC will monitor how the assets
are configured and how the system
is designed to protect the asset from
cyber-attack or a person taking over a
train/ network control centre.

•

The IRC will monitor Commonwealth
legislation regarding critical assets
and the impact on knowledge
requirements for the workforce.

The workforce requires customer
service skills in interfacing between
digital systems and customers.
Having the right skills to determine
and meet these expectations is key
to improved and efficient operations.

•

The IRC has commenced a review
of the Certificate II and III in Rail
Customer Service to enable customer
service operators to provide the
service that meets passengers’
expectations. Passenger safety,
security, ticketing technology and
communications skills will be
addressed.

The rapid transition of companies to the virtual world
and digital technologies, expedited by COVID-19,
has highlighted the importance of preparedness for
cybersecurity. In the last year, over 59,000 cybercrimes
have been reported in Australia, equal to one cybercrime
every ten minutes. Investment in the development of
strategies and digital skills to combat cyber threats is
integral to business continuity and an enabler of digital
transformation. The Australian government has made
significant investments to develop a skilled workforce
with technical and cyber security skills in partnership with
industry. The development of cybersecurity skills can also
encourage workers to be more engaged with other digital
technologies, benefitting both organisations and the
Australian economy.
Customer Service in a Digital Age
The industry is focused on improving customers’
experience which is a key focus area in the Smart Rail
Route Map. Customers expect flexibility, real-time
travel information, omni-channel ticketing options, and
transparency from their rail operators. Leveraging data
and digital technologies can inform decision-making
practices and help the industry to develop a deep
understanding of customer behaviour and expectations
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Labour Shortage and Rail Projects

The industry needs to establish
clear career pathways and enable
the development of a local rail skills
workforce in conjunction with the
rollout of new infrastructure. Training
provision needs to be fit-for-purpose
and contribute to transferability
of skills and qualifications. Skills
gaps and lack of harmonisation in
skills matrix/pathways and systems
presents a challenge to transferring
skills within Australia or when
trying to bring skills in from other
industries.

•

The IRC will conduct regular
stakeholder consultation /
engagement to identify and respond
to priority skill needs.

•

The IRC will focus on Skill Set
development (micro-credential
concepts) to enable the upskilling of
existing workers.

•

The IRC will provide career pathway
information about rail industry jobs.

•

The IRC will monitor whether labour
shortages will result in the need for
a “rail white card” or similar concept
as evidence of competence to
undertake rail safety work between
rail networks.

Attracting and retaining young workers remains a
challenge for the industry. The current employment
rate for those aged under 30 is approximately 11 per
cent, which has the potential to negatively impact
the industry. The Rail industry needs to work with
parents and secondary education providers to create
greater awareness of training and career pathways and
apprenticeship and traineeship opportunities. Investing in
new technologies (such as autonomous trains) is a positive
initiative for the industry in terms of modernising its brand
and making it more attractive to future workers. The
industry needs to invest in developing effective attraction,
recruitment and retention strategies. This includes
promoting career pathways, and development of more
dynamic ‘starter’ roles for trainees, apprentices and cadets
allowing them to have a more diverse experience of the
industry.

